COMPREHENSIVE THREAT AND
VULNERABILITY ASSESSMENT SERVICES

DDCues performs a full spectrum of security solutions that includes threat and
vulnerability assessments, security plan development, protective services,
and secure transportation. Current Clients include Utility Service Providers,
Fortune 500 Companies, Renewable energy companies, environmental
remediation companies and State, Local and Federal Government entities.

The DDCues Threat and Vulnerability Assessment (TVA) is a deliberate
analysis by vetted professionals to identify potential threat actors, assess
system integrity and vulnerabilities, and providing tangible, realistic
recommendations to reduce security risks.

The DDCues physical security and risk/vulnerability assessment is comprised
of two parts: a threat assessment and a vulnerability assessment. The threat
assessment is conducted to assess the potential of specific security-related
incidents and potential threat actors. The vulnerability assessment is a
systematic evaluation to detect security gaps in the current physical security
system. This includes crime prevention through environmental design
(CPTED) factors. It is used to determine the effectiveness of
countermeasures in protecting specific facilities from specific aggressors.
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The DDCues security and risk/vulnerability The DDCues TVA will include as applicable,
assessment will analyze the following: analysis of the following:

. Geographic characteristics and physical layout of the . Organizational Issues « Construction Vehicle Control
facility . General Security and

. Security equipment capabilities/vulnerabilities . Visitor Management and . Perimeter Entry Point Access

. Application of security technology and other security- Access Control - Clear Zones
related protection equipment . Security Force Policies . Drone overflight and sUAS

. Security deployment schedules and Procedures Policies

. Operational requirements . Emergency Management . Signage Building Exteriors

. Employees’ ability to respond to security emergencies - Building Security Survey . Access Control Lock and Key
and existing policies/procedure . Perimeter Barriers Control Outdoor

. General appropriateness of the protective measures - Controls Gate Security . Lighting
currently in place « Intrusion Detection « Closed Circuit Television

. Security-specific training previously provided to Systems (IDS) Systems

company personnel.
. Internal security incidents which have impacted
. SENSITIVE/CONTROLLED f
company security INFORMATION ()

. Localized threat environment and potential malicious
actors
) ) ) THREATAND
All DDCues TVAs include tangible, cost effective VULNERABILITY
recommendations that will substantially improve security ASSESSMENT
posture and allow for increased safety while decreasing
risk.

Assessment Date:
“ es Seplember 18, 2024

Fairfax County

. . . . Courthouse
Deliverables - You will receive a comprehensive Thomas Edwards

. . - 0 Chain Bridge Roa
report that includes photos/video, graphics, Faiton VAZZ030
quantitative risk scoring, prioritized action items

and aerial media.
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