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Over the past several weeks, the American electric grid has moved from the trade press to the national security front page
— a near-blackout in Northern Virginia, a Capitol Hill hearing on aging infrastructure, and a presidential emergency
declaration aimed at foreign-made grid equipment. Beneath those headlines lies a structural story documented across
federal advisories, regulatory dockets, and engineering research: control systems designed before cybersecurity existed,
communication protocols that cannot authenticate their own users, adversaries already established inside American
networks, and replacement hardware that takes years to arrive. This edition examines each layer of that story in the record. 

THE ASHBURN FLASHPOINT: MEASURABLE GRID STRAIN AT A SYSTEMIC NODE 

On July 22, a transmission line operated by Dominion Energy serving data centers in Ashburn, Virginia failed. As the
facilities switched to backup power, the resulting load shift destabilized the eastern U.S. grid, with the disturbance footprint
extending from Chicago to Boston to Miami — an event News4 documented as a near-blackout. The geography matters:
Loudoun County, home to Ashburn, is documented as the world's densest concentration of data centers, which makes any
single transmission failure there a systemically significant event rather than a local outage. 

Downstream symptoms are accumulating in the public record. News4 documented approximately 1,400 power
interruptions at Fairfax County Public Schools facilities between July 2025 and its reporting date; a direct causal link
between those interruptions and data center demand has not been established. What is established is the pattern:
concentrated digital load, constrained transmission, and instability that propagates across interregional lines. 

WHY LEGACY INFRASTRUCTURE IS THE SOFT UNDERBELLY 

The grid's vulnerability is architectural, not merely a software-patching problem. A peer-reviewed survey in IET Smart Grid
finds that the foundational protocols of utility operations — Modbus, DNP3, IEC 61850, and IEEE C37.118 — share a lack
of essential security features, including authentication. DNP3, the workhorse SCADA protocol of North American utilities,
was designed for reliability and determinism rather than authentication, leaving man-in-the-middle attack paths open
where modern security layers have not been retrofitted.

The physical layer of obsolescence is equally documented. Serial-to-IP converters — the adapters connecting decades-
old serial equipment to modern Ethernet networks — have been identified in industrial-control-system security literature as
a major unexamined risk. Forescout Research Labs' recent BRIDGE:BREAK disclosure catalogued 22 vulnerabilities in
these converters, enabling disruption and lateral movement across operational technology (OT) environments. In practice,
the adapters that keep legacy equipment alive can serve as on-ramps from IT networks into the systems that physically
move power. 

CISA's guidance addresses the end-of-life problem directly: organizations should inventory assets beyond vendor support
and, where replacement is not immediately possible, apply supplemental support agreements, enhanced scanning and
testing, configuration changes, isolation, segmentation, and concrete replacement plans. 
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THE ADVERSARY IS ALREADY INSIDE: THE VOLT TYPHOON RECORD 

If legacy weaknesses are the lock, Volt Typhoon is the documented evidence of someone working it. In a joint advisory
first published February 7, 2024, CISA, NSA, and the FBI — joined by DOE, EPA, TSA, and the cyber agencies of
Australia, Canada, the United Kingdom, and New Zealand — confirmed that the China-linked group had compromised
the IT environments of multiple critical infrastructure organizations, primarily in the Communications, Energy,
Transportation Systems, and Water and Wastewater Systems sectors, across the United States and its territories,
including Guam. 

The advisory's central judgment elevates the finding above routine threat reporting: the authoring agencies assess with
high confidence that Volt Typhoon's targeting is inconsistent with traditional cyber espionage, and that the group is pre-
positioning on IT networks to enable lateral movement to OT assets for disruptive effects in the event of geopolitical
tensions or military conflict. 

The tradecraft is as significant as the intent. Volt Typhoon operates via living-off-the-land techniques — native
administrative tools and command-line utilities rather than malware — riding on valid, stolen accounts with strong
operational security. The advisory documents the group testing access to domain-joined OT assets using default OT
vendor credentials, and in some cases possessing the capability to reach OT systems through credentials stolen from
domain controllers — access that could permit manipulation of building HVAC in server rooms and disruption of critical
energy and water controls. This is why the group defeats conventional defenses: there is often no malicious file to
detect, only legitimate administrative credentials in unauthorized hands. 
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UKRAINE'S DOCUMENTED PRECEDENTS: CONTROL SYSTEMS AS WEAPONS 

Ukraine's grid provides the empirical record that these attacks are not theoretical. Cyberattacks on Ukraine's power grid in
2015 and 2016 demonstrated destructive potential against electric systems, as documented in the recent security
literature. On December 17, 2016, the Industroyer malware — identified in security research as the only malware family to
date to trigger electricity blackouts — cut power to roughly a fifth of Kyiv. In 2022, amid the Russian invasion, Industroyer2
— a retooled successor to the blackout-proven 2016 code — was deployed against Ukrainian energy targets. 

The most directly relevant recent case is FrostyGoop. In January 2024, this novel ICS malware — the first observed to
communicate directly with operational technology via the industrial protocol Modbus TCP — was used against a municipal
district-heating company in Lviv, leaving approximately 600 households without heating in winter. The relevance to
American legacy infrastructure is mechanical rather than rhetorical: FrostyGoop succeeded because it spoke an aging,
unauthenticated protocol still underpinning industrial equipment worldwide — the same protocol family the IET Smart Grid
survey documents as lacking essential security features. 

THE MULTIPLIER: AI IN THE ADVERSARY'S TOOLBOX 

The final accelerant is artificial intelligence in offensive use. A joint NSA and FBI alert documents an active threat
targeting critical infrastructure organizations through AI-generated exploit scripts. Cloudflare's 2026 Threat Report
documents AI automating high-velocity attacker operations, including real-time network mapping and exploit
development, and Booz Allen's 2026 analysis finds AI-enabled threats outpacing humandriven defenses across critical
infrastructure. For utilities on decade-long modernization cycles, the asymmetry is arithmetic: AI compresses the interval
between an adversary's discovery and exploitation, while legacy replacement runs on capital-budget time. 
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THE SUPPLY-CHAIN SQUEEZE: TRANSFORMERS, INVERTERS, AND THE HARDWARE
BOTTLENECK 

Even a perfect cyber defense cannot replace hardware that does not exist. The National Infrastructure Advisory
Council reported in June 2024 that lead times for large power transformers — substation and generator step-up units
alike — now range from 80 to 210 weeks. DOE's Large Power Transformer Resilience Report characterizes the
devices as expensive, difficult to transport, and highly customized, with extra-high-voltage units requiring lead times of
up to 60 months by the department's 2024 estimate. Utility procurement data illustrates the trend at the distribution
level: Hawaiian Electric's single-phase transformer lead times rose from 16 weeks to 142 weeks. GAO has flagged
transformers as a distinct point of grid vulnerability — susceptible to natural disasters, cyber, and physical threats —
and recommended that DOE establish plans and timeframes for solutions. The strategic implication is direct: the
scarcer the replacement hardware, the longer any disruption would persist. 

At the grid's edges, the attack surface is expanding. DOE's own materials identify solar and distributed energy
technologies as vulnerable to cyberattack through inverters and control devices, and Forescout researchers have
documented internet-exposed solar power systems harboring command-injection vulnerabilities across dozens of
unique firmware versions. A 2026 peer-reviewed study finds that as consumer-owned distributed energy resources
proliferate, false data injection attacks become more potent, capable of distorting grid stability and markets. On the
demand side, the load surge from artificial intelligence, data centers, and advanced manufacturing is cited in the
emergency order's own implementation record as a factor amplifying grid security risk. 
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CAPITOL HILL TAKES UP THE LEGACY QUESTION 

On September 2, 2026, national security experts testified before the House Intelligence Committee in a session
catalogued by C-SPAN as an examination of threats to legacy infrastructure and whether the intelligence community is
equipped to confront current threats. The hearing occurred with Representative Rick Crawford (R-AR) chairing the
committee and Representative Jim Himes (D-CT) as ranking member. Its timing sits within a documented Washington
reckoning over aging systems: CISA has identified organizations in the energy, water, manufacturing, and
communications sectors as facing immediate risk from Volt Typhoon's targeting of operational technology; in July 2026,
Senator Ron Wyden (D-OR) initiated a push for OMB, CISA, and NIST to mandate the phase-out of insecure legacy
remote-access systems; and the Pentagon's 2026 AI Strategy formally directs the military away from linear legacy models
toward AI-first approaches. 
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THE DEFENSE MOBILIZES: REGULATORS REWRITE THE RULEBOOK 

The emergency order is the headline, but the regulatory shift beneath it is structural. In June 2025, FERC approved NERC
Reliability Standard CIP-015-1, requiring Internal Network Security Monitoring (INSM) at highand medium-impact bulk-
power facilities — the first standard mandating that utilities detect hostile activity inside their networks rather than only at
the boundary. The standard took effect September 2, 2025, with the first enforceable compliance deadline of October 1,
2028; a refinement, CIP-015-2, was approved in August 2026 while preserving that first deadline. The standard's stated
objective — improving the probability of detecting anomalous or unauthorized network activity to facilitate improved
response and recovery — reads as a direct regulatory answer to the Volt Typhoon tradecraft documented above.
Combined with CISA's end-of-life mitigation guidance and DOE's stakeholder engagement under the new order, a
coherent defense-in-depth framework is now on the record: supply-chain screening at the point of entry, internal detection
inside operations, and disciplined replacement of unsupported legacy technology. 

THE WHITE HOUSE RESPONDS: EMERGENCY POWERS MEET THE SUPPLY CHAIN 

On August 26, 2026, President Trump signed Executive Order 14421, declaring a national emergency under the
International Emergency Economic Powers Act and the National Emergencies Act to secure America's bulk-power
system. DOE's implementation record states the order addresses digital backdoors, malicious remote access, cyber
exploitation, and supply chain vulnerabilities — risks amplified by growing energy demands from artificial intelligence,
data centers, and advanced manufacturing. 

The order authorizes the Secretary of Energy to prohibit certain acquisitions, imports, transfers, or installations of
foreign-produced bulk-power equipment initiated after August 26, 2026, where a Covered Foreign Entity nexus and an
undue or unacceptable national-security risk are established. It further empowers DOE to establish pre-qualified
equipment and vendors, design mitigation measures, and impose requirements — including isolation, monitoring, or
removal — on foreign equipment already in service. Scope is targeted rather than blanket: transmission at 69 kilovolts
and higher, excluding local distribution. The machinery is already in motion: implementing rules are due within 120 days
of the order, a recommendation for Federal Acquisition Regulation revisions within 180 days, and on September 9,
2026, DOE issued a request for information soliciting industry input on supply-chain mitigation and situational
awareness. The administration frames the order within a broader supply-chain agenda, including an April 2025 grid
executive order credited with keeping 17,000 megawatts — sufficient for 12.75 million homes — from being forced
offline. 
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THE BOTTOM LINE 

The July 22 near-miss established how tightly the digital economy is coupled to grid physics. The interagency Volt
Typhoon record established that an adversary is already positioned inside the networks behind that grid. Ukraine's
documented blackouts established what exploitation looks like; the transformer shortage data established how long
recovery would take; and Executive Order 14421, CIP-015-1, and DOE's rulemaking calendar established that policy is
now moving on the same timeline as the threat. The era of treating electricity as a background utility — and its control
systems as too old to matter — is over on the factual record as well as in principle. 

WHAT THE RECORD SHOWS 

Concentration is measurable vulnerability. The July 22 event demonstrated that a single transmission failure in one
data center corridor can propagate risk across an interconnection spanning Chicago to Miami. Ashburn functions as a
systemically important node.

The adversary is documented inside U.S. networks. The interagency assessment of high confidence in Volt
Typhoon's disruptive pre-positioning — confirmed compromises across four critical sectors, including Energy, plus
Guam — shifts the required defensive posture from perimeter walls to internal detection, the premise behind CIP-015.
Legacy protocols and hardware are the enabling terrain. Unauthenticated protocols (Modbus, DNP3, IEC 61850), end-
of-life devices, and 22 documented serial-to-IP converter vulnerabilities are the same pathways exploited in Ukraine's
documented incidents.

The supply chain is strategic terrain. Transformer lead times of 80–210 weeks, extending to 60 months for extra-
high-voltage units, give every acquisition and spare-part decision national-security weight — the exact domain EO
14421 now regulates.

AI compresses the clock. Documented AI-generated exploit tooling narrows the gap between attacker capability and
defender modernization timelines.

Dates that carry the story: August 26, 2026 (order signed); late December 2026 (DOE implementing rules due, 120
days); approximately February 2027 (FAR revision recommendation due, 180 days); October 1, 2028 (first CIP-015-1
enforcement deadline).

For operators and data center developers: the documented playbook is inventory and isolation of endof-life assets,
elimination of default credentials, IT/OT segmentation, internal network monitoring, and treatment of interconnection
and backup-power behavior as national-security-relevant engineering.
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